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This seminar has been designed to meet the needs of attorneys, educational professionals, records custodians, parents, students and educational advocates, when dealing with student records.  It will provide essential information on how educational professionals can conform educational practice to the requirements of the law when collecting, using, sharing and disclosing confidential student records.  Parents, students and educational advocates will learn how to access student records and how to ensure the confidentiality of such records.   In addition, there will be information on filing complaints and obtaining remedies, where the requirements of the law are violated.
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Family Educational Rights and Privacy Act (FERPA) in Florida

(20 U.S.C. §1232g: 34 CFR Part 99)

I.  Purposes and Origin of the Act:  
A.  Need for Protection of Records
Need for Collection of Records:  It is essential for educators to create and maintain records and information about their students.  Schools tend to collect the following types of records:

1. Grades and progress reports

2. Evaluations, including psychological, achievement, and various disability testing

3. Biographical and social information and reports

4. Behavioral records

5. Sometimes economic, racial, ethnic, nationality information (usually for monitoring and compliance needs)

6. Health records, including immunization records, allergies, medications, disabilities, and school health needs.

Note:  The advent of computers has facilitated the collection of student records, but has complicated the protection and accountability for such records.  Where before records, were for the most part kept as single copies and in one place, now these records may be easily copied, distributed to, and viewed at, numerous several locations.  While this advancement may make educational planning, assessment, and the provision of services easier, it also makes it more difficult to assure that these records will be kept confidential.

Need for Confidentiality:  

As much as these records may be valuable to the educational system there is a great need to protect the confidentiality of these records.  These records often contain extremely personal details, not only of the student’s academic history, but also intimate details of his/her health, mental, psychological, behavioral, racial and social history.  They will contain information about the student’s parents and family.  Often details of the student’s birth, parent’s health, marital status, economic status, and social issues are found in these records.

The confidentiality of these records needs to be protected with extreme cautions because:

4. Personal privacy is a protected American right.  School officials responsible for student records need to understand that they are accountable for the protection of an American right.  Failure to adequately protect these records can be a violation of the legal rights of the student, his parents and his family.

5. The collection of student records requires considerable cooperation from the student and his parents.  Most individuals will only be willing to provide accurate information if they know that the information is going to be kept confidential. Those responsible for the collection of this information can attest as to how difficult it is (even with record confidentiality laws) to collect important information.

6. There can be errors in the student records.  It is a fact, that very often student records can contain information, which is not accurate.  Unqualified and potentially damaging statements about students often are found in these records.  There are data, clerical, assessment and other errors as well.  These errors can be harmful enough within adequately protected records, but they are at least correctable.  When viewed and used only by educational professionals there is at least some hope and expectation that they will be given cautious weight.  Once these records fall in the hands of inappropriate, unauthorized individuals they can take on a libelous, harmful character.

B.  ORIGIN OF ACT

Prior to the Act:  Before the passage of  FERPA, access to and the confidentiality of educational records was controlled by state law and local policy.  There was great variance between states and even districts within a state.  Often parents were denied access to their child’s records, while there was very liberal access to the records by other agencies and even employees.  Too often these records were inaccurate and filled with inappropriate information.  Parents who discovered problems with their child’s records were often left without recourse to correct them.


The Buckley Amendment:  In 1974, Senator James L. Buckley acted to bring some order, safeguards and confidentiality protection to student records, by introducing a four part amendment to the Elementary and Secondary Education Act of 1974.  The regulations governing the implementation of the amendments were codified at 34 C.F.R. Part 99.  These amendments are now known as the Family Educational Rights and Privacy Act (FERPA).  Because the Act was enacted very quickly there is little legislative history to be used for interpretation.  To remedy this Senators Buckley and Claiborne Pell drafted a joint statement and a document called Questions About and Objections to the Buckley Amendment – The Family Educational Rights and Privacy Act.  These documents found at 121 Cong. Rec. 13990 (Nov. 19, 1974) provide the major guidance for this Act.

C.  THE ACT – GENERAL TERMS

Scope:  FERPA is applicable to any educational agencies and institutions, including but not limited to all pre-school, headstart, public schools, colleges, universities and post-graduate educational institutions receiving any federal funding (directly or indirectly).  Indirect funding would be grants or loans to students in attendance at the institution.

FERPA – Its Four Parts:

Part A:  This part provided that educational institutions, which deny parents, or the student (over 18) access to the student’s records could have federal funds withheld.


Part B:  Parental or student (over 18) consent is required before a student could be required to “undergo medical, psychological or psychiatric examination, testing or treatment.”  Equally, parental consent is required before a student can be required to participate in a program or activities whose “primary purpose [is] to affect or alter the personal behavior or personal values of a student.”

Part C:  Prohibits release of student records to other than school personnel, without parental or student (over 18) consent, unless under a court order.  Some information could be supplied to federal agencies, as long as the student’s name is not attached.

Note:  Amendments to the Individuals with Disabilities Education Act provide that where a disabled student is charged with a crime arising from school conduct, that student’s information must be provided to law enforcement, juvenile and court authorities.

Part D:  Provided that the secretary of the Department of Education (previously Health, Education and Welfare) must promulgate regulations to protect the confidentiality of student records in federal survey.

Interpretation and Construction of FERPA 
Federal and State Law:  Where the federal law, FERPA, is clear and on point, it controls and will override any contrary state law.  Its requirements provide the minimum on threshold requirements for schools and educators.  As a practical matter there are relatively few instances of direct conflict.

Federal and State Law Conflicts:  The area most likely to cause conflicts between FERPA and state law is in the area of state open meetings laws (Sunshine Laws).  Where FERPA requires closed meetings where personally identifiable student information will be discussed, some state’s open meeting laws may seem to conflict.  In Florida such meetings are excluded from open meeting requirements. 

Interpretive Guidance:  The Family Policy Compliance Office (hereinafter FPCO) provides the primary guidance for interpreting FERPA.  This office will issue interpretive letters, but this are not published and apply only to the particular facts of a case.  In situations involving special education students, one might also turn to opinion letters from the Office of Special Education and Rehabiliative Services in the Department of Education (OSERS).  This letters are published in IDELR (Individuals with Disabilities Education Law Report).

D.  Caution Relative to Defamation and Invasion of Privacy

Although there was initial concern that FERPA would increase the educator’s risk for libel or slander actions, these fears were unfounded.  That is not to say, however, that educators cannot be sued for defamation, if they injure the reputation of their students or their parents.  

In general, however, educators will not be found guilty of defamation, even if their statements prove to be false, as long as they meet all the following criteria:

4.  That the statement was made in good faith, without malice.  That means that the educator offered the statement without the intent to harm the student or his family.  Generally statements required by and made in the normal course of education, without evidence of other motive, will be considered made in good faith, without malice.  This protects educators from being held liable for record mistakes made in grading, evaluating, discipline, and other aspects of educational recordkeeping.

5. That the statement was made within the scope of the educator’s job.  Clearly, the educator is not protected if she/he makes erroneous statements about a student outside his/her educational responsibilities.  (Example:  Teacher tells the clerk at the grocery store that student, Mary, is dropping out of school, because she is pregnant.  Have some invasion of privacy and FERPA issues here, even if the statement were true.)  There is, however, another less obvious and, unfortunately more frequent, area of potential liability, when discussing the scope of an educator’s job.  A classroom teacher who makes a statement in a child’s school records that the child is paranoid, bi-polar, or makes some other pathological diagnosis is acting beyond the scope of his/her employment, unless he/she is a licensed psychologist.
6. That the state was made with a reasonable belief that it is true.  Clearly making a statement about someone either with reckless disregard as to its truth, or with knowledge of its falsity, is defamation.  One is hopeful that educational professionals would not do this.  If one did, it would seem to be grounds for action against the individual’s professional license, whether or not there was an action for defamation.
Invasion of Privacy:  Often people focus upon the truth or falsity of statements, when discussing defamation.  We think of the old adage that truth is an absolute defense against a charge of defamation.  Educators need to be aware that individuals can be sued for invasion of privacy even when their statements are true, if their statement unreasonably diminish the esteem and reputation of those being spoken about.  If an educator uses personal, private information obtained from student records or from his/her role as an educator and publishes or repeats that information to unauthorized individuals or to individuals who do not need to know, may be liable for invasion of privacy.  The educator is not protected by the truth of the information, if the student or his family is harmed and the information was communicated to individuals, who were not authorized and did not have a professional need for the information.

Educators need to be particularly cautious in three areas.

4. Gossip:  Teacher’s lounge gossip is probably one of the hotbeds of student defamation and invasion of student privacy.  While some venting and discussion of student’s may be understandable, far too often such talk slips quickly into impermissible defamation and invasion of student privacy.  The teachers in the lounge do not need this information.  If a teacher is part of the student’s educational team, then relevant educational information should be shared in a professional conference, with due protections for the confidentiality of the information.  A teacher’s lounge does not meet this criteria.

5. Entries in Educational Records:  As mentioned above, Educators need to me professional and careful about making entries into a student’s records.  All entries should be relevant to the student’s education. Information that does not related to the student’s behavior should be avoided.  In the same way, educational professionals should avoid speculative opinion and notations that are outside of the educator’s expertise.  Educator’s should be trained to provide only observable fact and not conclusions, that are the realm of psychologists and medical doctors.

6. Student References:  Employers and schools of higher education will often request references from schools and educators.  Wisdom dictates that educators again avoid conclusions and keep their references to the facts (e.g. grades, classes taken, etc.).

II.  RIGHTS OF PARENTS AND STUDENTS UNDER THE ACT

A.  DEFINITION OF TERMS
Individuals protected:  FERPA rights run to students enrolled in qualified educational institutions.  Parents exercise the rights and protections for the benefit of their minor child.  Once the student reaches his eighteenth birthday the FERPA rights vest in the student.  A student, however, who remains “economically dependent” on his parents (according to IRSC, 26 U.S.C. §152, a dependent on parent’s tax return) may not prevent a postsecondary school from disclosing educational records to his/her parents.  (20 U.S.C. §1232g(b)(1)(H)

Records subject to FERPA:  FERPA regulates the release or disclosure of educational records (See Glossary) or of personally identifiable information (See Glossary) within those records.  It was clear from the beginning that Congress intended for the definition of what records would fall under the Act would be very broad.  

[P]arents and students should have access to everything in institutional records maintained for each student in the normal course of business and used by the institution in making decisions that affect the life of the student. 120 Cong. Rec. at 39858-39859

While materials which directly or indirectly identify the student are “educational records” under the act, it does not follow that all educational records must identify the student.  The requirement is only that the information be “directly related to the student.”  

FERPA applies only to documents or information already created in some form.  FERPA does not require the creation of documents.

Records Excluded Under FERPA:  
1. Medical and psychological records of college students.  This exclusion protects the records of college students who may receive services from the school clinic, or other health or mental health provider.  The Act limits this exclusion to students 18 years or older, who are attending a post-secondary school, and the records are:  

a. Created or maintained by a doctor, psychologist, psychiatrist, or other such professional in their professional capacity; and

b. Created or used only in the treatment of the student; and

c. Provided or disclosed only to professionals providing treatment to the student.

2. Personal or private notes or records of educational personnel, which are kept only in the possession of such personnel and are not revealed to or used by any other person (except a substitute for that person).

[R]ecords of instructional, supervisory, and administrative personnel and educational personnel ancillary thereto which are in the sole possession of the maker thereof and which are not accessible or revealed to any other person except a substitute. 20 U.S.C. §1232g(a)(4)(B)(i)


Note:  Notes taken by school personnel at a meeting where the student is discussed would not fall under the “sole possession” exclusion of FERPA.

3. Records of a law enforcement agency, which is part of the educational institution (e.g. campus police).

4. Employment records:  The employment records of an employee of an educational institution, who is not a student at that institution, do not fall under FERPA.

B.  PARENTAL/STUDENT ACCESS TO RECORDS 

Right to “Inspect and Review” Records:  Schools are required to allow parent access to a student’s records within a reasonable time (never longer than 45 days). (20 U.S.C. §1232g(a)(1) and FERPA Regulations §99.10)  

Generally, schools will provide copies of the records, but may charge a reasonable amount to cover the cost of copying.  FERPA requires that copies be provided “if failure to do so would effectively prevent the parent or student from exercising the right to inspect and review the records.”

Due to more recent amendments, this right to inspect and review educational records has been extended to records kept by the state educational agency.  The right was implemented in 34 CFR §99.10, which added language giving access to any educational records of any “state educational agency and its components.”

Right to Understand the Records:  The school must also provide a parent with interpretative explanations of the records upon a reasonable request. (FERPA Regulations §99.10)

Right to Protection of the Record:  Schools are forbidden to destroy any educational records, if there is an outstanding request to inspect and review the records.  Basically, FERPA does not require the retention of records, beyond this limited rule.  Auditing and monitoring requirements of various federal statutes do require document retention of student documents.  For example,  20 U.S.C. 1232f is the primary federal stature governing the retention of educational records.  This statute requires the maintenance of records “for three years after the completion of the activity for which the funds are used.” 

Under the Individuals with Disabilities Education Act (IDEA) schools are required to advise parents when their child’s educational records are no longer needed for educational purposes (CFR §300/573).  Upon such notice parents may request the destruction of those records.  The school will however retain a permanent record of the student’s name, address, phone, grades, attendance, classes, grades completed, diploma and year of completion.

Right to Accuracy of Educational Records:  Parents and students have the right to expect that educational records are accurate and not misleading.  This was the rationale for passing FERPA.  It is for this reason, parents and students are given the right to inspect the educational records and to request correction or deletion of inaccurate, misleading, or material which invades the student’s right of privacy.

Anecdotal Records:  These records must be accurate educationally relevant, objective and based on direct knowledge.

C.  DISCLOSURE/RELEASING OF STUDENT RECORDS 

Consent to Disclosure:  The educational institution may not disclose or release any educational records without the consent of the parents or the student (over 18).  The parents or student must be informed as to what records are being disclosed, to whom and why.  They must also be provided with a copy of the released records if requested.  Parents need only receive advance notice of subpoenaed records or those requested by court order. (20 U.S.C. §1232g(b)(1))  

In order to give an informed consent the parents or student must be informed in writing as to the specific record(s) to be disclosed, to whom the record will be disclosed, and the purpose for such disclosure. (34 CFR §99.30(b)

Record of Access:  In order to protect the confidentiality of educational records, the school is required to keep a log of those obtaining access to educational records.  The requirement excludes information which is considered “directory information.”  The log requirement also does not apply to records released to:

1.  The parent or student; or

2. Where there has been consent to release of records to a third-party; or

3. Where the records are reviewed or used by educational professionals having a legitimate educational interest.

(20 U.S.C. §1232g(b)(4)(B)

Exceptions: Where disclosure is permissible, without consent: 

Directory Information:  (20 U.S.C. §1232g(a)(5)(A):  Includes the student’s name, address and telephone number, date and place of birth, field of study, dates of attendance and degrees.  In order to release this information, however, the school must meet provide appropriate notice to parents and students.

When disclosed to Educators with a Legitimate Educational Interest:  FERPA permits disclosure to:

Other school officials, including teachers, within the agency or institution, whom the agency or institution has determined to have legitimate educational interests. 20 U.S.C. §1232g(b)(1)(A); 34 CFR §99.31(a)(1)

Applications to other Schools:  FERPA does not prohibit release of records to other post-secondary educational institutions where the student has applied for enrollment.  Best practices, however, would usually require the student to sign a consent.

Auditing and Compliance Monitoring:   Disclosure may be made to the authorized representatives of the Comptroller of the United States, Secretary of Education, and the state and local education agencies for the purposes of auditing and compliance monitoring.  These individuals are charged with protecting the information and the identities of the students.  Furthermore, when they have finished using the material for auditing/monitoring purposes, the material must be destroyed.

To Law Enforcement and Juvenile Authorities

Truancy Reports

D.  REMEDIES AND ENFORCEMENT

Notification of Rights:  Each year schools are required to inform parents or students (if 18) of their rights under FERPA.  (20 U.S.C. §1232g(e) & 34 CFR 99.7(a)(1))  The method of notification is left to the educational agency’s discretion, but generally this is done in the school’s student manual or code of conduct.  The notification must adequately inform parents and students of their substantive rights, including the right to amend records, to consent or withhold consent for release or disclosure of records and personally identifiable information and the right to file a complaint.

Amendment of Educational Records:  Parents and students have a right to contest the accuracy of educational records through a continuum of procedures.  (34 CFR 99.7(a)(2)(ii) & 34 CFR 99.7(a)(3)(ii))  One could argue, in fact, that the primary purpose for giving parents and students access to educational records is to allow for the correction of inaccurate or misleading information.

4. Request Correction:  Parents have the right to request correction, deletion, or any information they believe to be incorrect, misleading, or to be an invasion of privacy.  34 CFR §99.20(a)

5. Hearing to Dispute Records:  If the school refuses the parent’s request, then the parents must be given the opportunity for a hearing to contest such records.  

a. Hearing Officer:  Unfortunately, neither FERPA, nor the implementing regulations indicate who should be the hearing agency or officer.  Several attempts at using the hearing procedures in place for hearing exceptional education cases, have resulted in dismissals for lack of authority or jurisdiction.  Generally the hearing officer should be someone who does not have an interest in the outcome of the case.  In most situations, however, schools have interpreted that as allowing another principle or school official to be the hearing officer.

b. Other Hearing Requirements:  

i. Hearing must be held within a reasonable time and the parent should receive appropriate notice of the hearing.

ii. The parent must be allowed to present evidence and to be represented by counsel.

iii. The parent must be given a written decision within a reasonable time after the hearing.

iv. The decision must be grounded only upon evidence heard in the hearing and must provide a resume of the evidence heard and the rationale for the decision.

6. Attaching Written Dispute  or Explanation:  If after the hearing the records are upheld as being accurate, then the parent has the right to require that the parent’s written explanation or dispute be attached to and be made part of the contested record.

Enforcement:  The provisions of FERPA are enforced by FPCO, an office of the Department of Education.  Primarily this office investigates complaints of violations and works with schools to assure compliance with the Act and its regulations.  The office issues opinion letters to aid in the interpretation of the regulations.  Under the statutes FPCO is charged with investigating, processing, reviewing, and adjudicating violations of FERPA. (20 U.S.C. §1232g(g))

The authority of FPCO derives from its authority to seek termination of an educational institutions federal funding.  The statute provides, however, that federal funds can be terminated only when compliance cannot be obtained voluntarily. (20 U.S.C. §1232g(f))

Complaint:  Parents and students have the right to file a complaint with FPCO, of the Department of Education. 34 CFR 99.7(a)(2)(iv).  When FPCO receives such a complaint, it will investigate and review the complaint.  The school will be required to explain and justify its actions.  If FPCO finds that the educational agency has violated the rights of a student or parent, the FPCO will issue a finding and corrective action.

Complaint Procedure:  Complaints are submitted to FPCO, U.S. Department of Education, Washington, DC 20202-4605.  

1. The complaint must contain “specific allegations of fact giving reasonable cause to believe that a violation” has occurred. 34 CFR §99.64(a).  

2. The complaint must be timely, meaning that it must be filed within 180 days of the alleged violation.  34 CFR §99.64(a).  This time limit can be extended by the FPCO, however, if the complainant can show that he/she was prevented from filing in a more timely manner by circumstances beyond his/her control or other legally sufficient reasons.  34 CFR §99.64(a).  

3. The FPCO receives the complaint and first makes a determination as to whether it will investigate.  This determination is primarily based upon whether the complaint alleges a legally sufficient violation.  34 CFR §99.65(a).  

4. If the FPCO decides to investigate it will provide notice of the complaint to the relevant educational institution, which notice will describe the substance of the complaint and will request a response.  If a determination is made not to investigate the complainant is notified.  34 CFR §99.65(b).  

5. Exhaustion:  Where the complaint relates to the isses of accuracy, misleading information, or invasion of privacy of educational records, the FPCO may require exhaustion of the educational agency’s internal grievance procedures.

6. Once the school has responded, the FPCO may request further information or argument (written or oral).

7. Finally, the FPCO will make a written decision, wherein it will include its findings and the basis therefore. 34 CFR §99.66(c).  If there is a finding of a violation, then the decision will provide for Corrective Action (steps to be taken for compliance)

Glossary

Educational Institution or Agency:  “Any public or private agency or institution to which this part applies…” i.e. one which receives federal funds, either directly or indirectly.  This includes institutions whose students receive federal assistance.

Educational Records:  Any medium containing any information concerning a student, which is maintained by a school or educational institution or by any person acting for such school or educational institution.  Educational records would not include, however,  teacher’s notes kept in their exclusive possession.  Once those notes are shared with others, they become educational records.

Records:  “any information recorded in any way, including but not limited to, handwriting, print, computer media, video or audio tape, film, microfilm, and microfiche.”

FERPA:  Family Educational Rights and Protection Act

FPCO:  The Family Policy Compliance Office, the FERPA guidance and enforcement arm of the U.S. Department of Education.

Parent:  The FERPA regulations define “parent of a student” as “a natural parent, a guardian, or an individual acting as a parent in the absence of a parent or guardian.” 34 CFR §99.3   Either parent has full rights under FERPA until the educational institution with evidence (court order, state statute, or other legally binding document) that revokes the parental rights.  34 CFR §99.4

Personally Identifiable Information:  Any information, including but not limited to names (student or parent), addresses, social security or student number, that could be used to relate other information to a particular student or family. This would include any information which would make it possible to identify the student or family.  (Example:  A public reference to a student initialed J.M. in a self-contained autistic class at a particular school, when there is only one such class in the school.)
